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'T About the IT Innovation Centre

* An applied research centre advancing a wide range of
iInformation technologies and their deployment in industry,
commerce and the public sector

* Application-driven R&I themes

— human-centric computing and information sciences (HCIS)
— interdisciplinary R&I including HCI, H2M, psychology, sociology, law, ethics

— big data, information discovery & decision support
— semantic interoperability, semantic alignment and enrichment.
— geo-tagging, geo-semantics and geo-parsing
— data fusion, reasoning, context awareness
— information security and risk management
(the subject of the rest of this presentation)
— addressing security as a barrier to adoption of novel IT

— focusing on the practical issues for real-world applications
— usability and operability, trust, risk management, scalability and cost
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Managing risks from ICT inter-
dependency

— more info sharing —high
efficiency — low resilience

— compromise cascade effects
Need agile adaptation to

changes in hostile environments
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« Semantic models for run-time risk
assessment

— semantic models of threats to
interdependent ICT services

— design-time reasoning to identify
potential risks
— run-time diagnosis of system behaviour

« Validated using a simulation of
Vienna airport
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OPTET Model of Trust OPTET design-time and
and Trustworthmess run-time tools
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Secure System Designer

Based on work done in SERSCIS and OPTET,
and now being developed in several projects

GUI for systems modelling
Fully automated threat identification
Objective, reproducible results

Threats based.:
— RFC 4949 action/consequence combinations
— CVE analysis

Controls targeting UK Cyber Essentials scheme
Reporting capabilities
RDF system model encoding for knowledge reuse
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IT Modelling Threats and
Assessing Risks

Mis- has protects
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« Core model: underpins the basic modelling
approach and tooling

— created by semantics experts

 Risks are related to threats, likelihood and
consequent asset or system misbehaviour
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'T Example: SME Network Analysis
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Threat Modelling
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Building the Model

System Model Editor - MyModel
File Actions Help

B New Open || 4 s A Save %' Save as Compile

W 2 Select asset
MailClient

O

MailStore

Human_0

v Controls

Organisation
» Incoming relationships
» Outgoing relationships

RemotelLogin MyAbset SomeNencenie) » Threats

%
WebBrowser hf'
Organisation_0

WebServer
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WindowsPhone

connects LinuxServer_0
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Compiling the Model

File Actions Help

B New @ Open |liﬁave E Save as
LI %

MailClient

MailStore
Human_0

.

iy

Organisation @

MyAsset

o

Gathering system threats...
RemoteLogin

0

WebBrowser

0

WebServer
controls

WindowsPhone

connects LinuxServer_0
connects

WindowsWorkstatic

Y
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WiredNetwork
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WiredNetwork_0

oo
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WirelessNetwork _, | ¢

Model saved at /home/sw/projects/OPTET/git/optet/optet-system-model-editor.xml
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Select asset

v Controls

» Incoming relationships
» Outgoing relationships
» Threats




Analysing the Model

System Model Editor - MyModel

File  Actions

¥, Save \%’ Save as @ Compile # Generate Report

u Z SomeWebServer

MailClient ¥ Controls

@ c#SoftwarePatching

c#Sandboxing
MailStore

c#Delegation
Human_0

% c#ldentification
h controls
- ‘f‘” c#ServiceRole c#InputChecking

Organisation c#Blacklisting

- L : c#ClientAuthentication

c#Blacklisted

Remotelogin MyAsset SomeWebServer
9 c#Scalability

c#AccessControl

c#MailScanning
c#SoftwareTesting
hosts

Organisation_0 c#Strongldentification

WebBrowser

WebServer c#SecureTransport

controls

C#HostRole c#TrustManagement

c#ServiceAuthentication

i ¥ Incoming relationships
WindowsPhone

MyAsset uses SomeWebServer
it Seren ServicePool_MyAsset_SomeWebServer contains SomeWe...
LinuxServer_0 hosts SomeWebServer

¥ Outgoing relationships

No outgoing relations

WindowsWorkstatic

¥ Threats

1y S.1.CSN-N-Snoop-CSN_SomeWebServer_Wired...
WiredNetwork WiredNetwork_0 a5 = =

413 S.0.R0S-S-RA-RoS_WiredNetwork_0_LinuxServ...
41 5.0.R0S-S5-RU-RoS_WiredNetwork_0_LinuxServ...

WiredRouter 41 S.6.CS-S-Imp-CS_SomeWebServer_MyAsset

41\ L.O.LoLA-L-LU-SoloLogicalAsset_SomeWebSer...
@ 41 5.5-1.CS-C-Imp-CS_SomeWebServer_MyAsset

WirelessNetwork _, ¢

41 S5.5-1.5PS-S-Unauth-CS_SomeWebServer_MyA...
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File Actions Help

Lu New ;@! Open / * Save ||

MailClient

MailStore

Human_0
control|

Organisation
Remotelogin
WebBrowser

WebServer
WindowsPhone

WindowsWorkstatic

% Save as

/ Options @ About

@ Compile [~.# Generate Report

C.4.CS-C-Imp-CS_SomeWebServer_MyAsset

Failure to authenticate the authorised MyAsset leads to unauthorized access via impersonation.
Pattern CS. In this case the problem is not unauthorised access but the injection of incorrect information by the
imposter, which is a threat to the MyAsset.

v Applies to Pattern

Pattern: CS_SomeWebServer_MyAsset

Node: SomeWebServer, role ServiceRole
Node: MyAsset, role ClientRole

¥ Causes Misbehaviours

UnauthorisedAccess at SomeWebServer
Unauthentic at MyAsset
Inaccurate at MyAsset

¥ SecondaryEffectConditions
This threat is never a secondary effect

v ControlStrategies

CsSG
Identification MyAsset

ClientAuthentication SomeWebServer

» Threat level

WiredNetwork

WiredRouter

@

WirelessNetwork

e
S

WiredNetwork_0
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Analysing the Model

MyAsset

v Controls

c#Sandboxing
c#Delegation
c#ldentification
c#InputChecking
c#Blacklisting
c#ClientAuthentication
c#MailScanning
c#AccessControl
c#SoftwareTesting
c#Blacklisted
c#Strongldentification
c#SoftwarePatching
c#Scalability
c#SecureTransport
c#ServiceAuthentication

c#TrustManagement

¥ Incoming relationships
ServicePool_MyAsset_SomeWebServer supports MyAsset
Human_0 controls MyAsset

MyHost hosts MyAsset

¥ QOutgoing relationships

MyAsset uses SomeWebServer

MyAsset selectsFrom ServicePool_MyAsset_SomeWebSer...

MyAsset specifies ServicePool_MyAsset_SomeWebServer

v Threats

41\ C.4.C5-C-Imp-CS_SomeWebServer_MyAsset
A1\ L.O.LoLA-L-LU-SoloLogicalAsset_MyAsset

£\ C.0.RoC-C-RA-ROC_MyHost-WiredNetwork_0-in... ()

41y C.1.CSN-N-Snoop-CSN_SomeWebServer_Wire... o

415 C.4.CS-S-Imp-CS_SomeWebServer_MyAsset o




innovation

File Actions Help

B New @Open
L® S

MailClient

O

MailStore

% Human_0 \(
'h?ﬁ control

Organisation

O

RemoteLogin

O

WebBrowser

o,

WebServer

WindowsPhone

WindowsWorkstatic

I~ # Generate Report

Compile

/ Options @About

Threat info

C.4.CS-C-Imp-CS_SomeWebServer_MyAsset

Failure to authenticate the authorised MyAsset leads to unauthorized access via impersonation.
Pattern CS. In this case the problem is not unauthorised access but the injection of incorrect information by the
imposter, which is a threat to the MyAsset.

v Applies to Pattern

Pattern: CS_SomeWebServer_MyAsset
Node: SomeWebServer, role ServiceRole

Node: MyAsset, role ClientRole

¥ Causes Misbehaviours

UnauthorisedAccess at SomeWebServer
Unauthentic at MyAsset
Inaccurate at MyAsset

v SecondaryEffectConditions
This threat is never a secondary effect

v ControlStrategies

V| CSG
v Identification MyAsset

v ClientAuthentication SomeWebServer

» Threat level

e
e

WiredNetwork

WiredRouter

(@™

WirelessNetwork _, ' ¢

.\!\7——
r A Y

WiredNetwork_0
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Analysing the Model

MyAsset

v Controls

c#Sandboxing
c#Delegation
c#ldentification
c#lInputChecking
c#Blacklisting
c#ClientAuthentication
c#MailScanning
c#AccessControl
c#SoftwareTesting
c#Blacklisted
c#Strongldentification
c#SoftwarePatching
c#Scalability
c#SecureTransport
c#ServiceAuthentication

c#TrustManagement

¥ Incoming relationships

ServicePool_MyAsset_SomeWebServer supports MyAsset
Human_0 controls MyAsset
MyHost hosts MyAsset

¥ Qutgoing relationships

MyAsset uses SomeWebServer
MyAsset selectsFrom ServicePool_MyAsset_SomeWebSer...
MyAsset specifies ServicePool_MyAsset_SomeWebServer

v Threats

e C.4.CS-C-Imp-CS_SomeWebServer_MyAsset
41\ L.O.LoLA-L-LU-SoloLogicalAsset MyAsset

£\ C.0.RoC-C-RA-ROC_MyHost-WiredNetwork 0-in... ()

£\ C.1.CSN-N-Snoop-CSN_SomeWebserver Wire... ()

41 C.4.CS-S-Imp-CS_SomeWebServer_MyAsset o
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