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About the IT Innovation Centre

• An applied research centre advancing a wide range of 

information technologies and their deployment in industry, 

commerce and the public sector

• Application-driven R&I themes

– human-centric computing and information sciences (HCIS)

– interdisciplinary R&I including HCI, H2M, psychology, sociology, law, ethics

– big data, information discovery & decision support

– semantic interoperability, semantic alignment and enrichment.

– geo-tagging, geo-semantics and geo-parsing

– data fusion, reasoning, context awareness

– information security and risk management

(the subject of the rest of this presentation)

– addressing security as a barrier to adoption of novel IT

– focusing on the practical issues for real-world applications

– usability and operability, trust, risk management, scalability and cost
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Security and Trust
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• Managing risks from ICT inter-

dependency

– more info sharing →high 

efficiency → low resilience

– compromise cascade effects

• Need agile adaptation to 

changes in hostile environments

• Semantic models for run-time risk 

assessment

– semantic models of threats to 

interdependent ICT services

– design-time reasoning to identify 

potential risks

– run-time diagnosis of system behaviour

• Validated using a simulation of 

Vienna airport
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SERSCIS: Semantically Enhanced Resilient 

and Secure Critical Infrastructure Services
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Semantic Models of

Trust and Trustworthiness



Secure System Designer

• Based on work done in SERSCIS and OPTET, 

and now being developed in several projects

• GUI for systems modelling

• Fully automated threat identification

• Objective, reproducible results

• Threats based:

– RFC 4949 action/consequence combinations

– CVE analysis

• Controls targeting UK Cyber Essentials scheme

• Reporting capabilities

• RDF system model encoding for knowledge reuse
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Modelling Threats and 

Assessing Risks
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• Core model: underpins the basic modelling 
approach and tooling
– created by semantics experts

• Risks are related to threats, likelihood and 
consequent asset or system misbehaviour
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Example: SME Network Analysis
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Threat Modelling
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Building the Model
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Compiling the Model
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Analysing the Model
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Analysing the Model
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Analysing the Model
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